Introduction to Internet
Censorship

http://indybay.org/
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"This website/URL has been blocked until further notice either pursuant to Court orders or
on the Directions issued by the Department of Telecommunications"
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Censorship on social media platforms
Internet outages/blackouts/shutdowns
Takedown requests

Online trolling

Self-censorship



Internet censorship

e Censorship on the network level

e Blocking of websites and applications



Who implements internet censorship?
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Government of India
Ministry of Communication & IT
Department of Telecommunications
Sanchar Bhawan, 20, Ashoka Road, New Delhi- 110 001
(Data Services cell)
No.813-7/25/2011-ps (Vol.-Iv) Dated: 17/12/2014

To
Allinternet Service Ucensees

Sub: Olrection to block Internet Website,

Under the powers conferred by Section 694 of the Information Technology Act, 2000 and under the Information
Technology (Procedures and Safeguards for Blocking of Access of Information by Public) Rules, 2009, it has been decided
toimmediately block the access to the following 32 URLs:

1) h(rps://justpaste.lt/
2) http://hastebin.com
3) hup://codepad.org
4) hnp://pasue.org

5) htt ps://pas!ee.org

6) hup://paslez.org

7) hnp://s!exy.org

8) http://pastubt:.com/

9) http://0bin.net

10) nup://www.heypasteitcom
w3 htm://sourcefowge,netfprd]e’ctsfphwkia

12) hrtp://amsolt.com/xextpasler

13) https‘//archlve,org

14) hrtp://www.hpage.com

15) hup://www.ipage.com/

16) hup://www.websxom/

17) hnp://www.weebly.com/

18) h:tp://www.OOOwebhost.com/

19) mtps://www.freehos!ing.com

20) hnps://vimeo.com/

21) http://www.dailvmotlon.:om/

22) hltp://pastebln.com

23) https://gist github.com

24) hup://www,ipaste.eu

25) https://thesﬂlDPetapp.:om

26) https://snipt.net

27) http://tny.cz (Tinypaste)

28) https://github.com (gist-it)

29) hup://snipplr.tom/

30) nitep:/ftermbin.com

31) hltp://www.sm‘ppetsource.ner

32 https://crypthin.com

3 The compliance be submitted immediately, failing which the Department may initiate action under Rule 12 of
the Information Technology (Procedure and Safeguards for Blocking of Access of 1nformaxion 9y Public) Rules, 2009,
Kindly do aot reproduce the name of URLs In the compliance letter. The contents of thisletter may. kindly be kept
confidential,
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ANESAPTHTH BIOKNT0R APXK

ETtLxelprjoate mpocBacrn CE LOTOTOTIO PHECW TOU OTOLOU TTAPEXOVTAL HN ASELOSOTNUEVEG UTNPECLEG

TUXEPWV TTALYVIiWV.

ZOPQOVO PE TOV VOHO, OL TIGPOXOL LINPECLAOV SIASIKTUOL EIVON LTTIOXPEMHEVOL VA PNV ETILTPETIOLY TNV TPOCPACT] GE 1GTOTOMOUG HI| KSELOSOTNHEVOV TIAPOY®V TLXEPGOV TALYVIGV, Ol OToioL

ava@épovton oTov owkeio katdhoyo (Blacklist) mov mpei n E.E.E.IL.

Emonpaivetan 0Tt 1] GUPPETOYT] OE TUXEPG Taiyvia, Ta omoia Slopyavavovtat xepig adewa and mv EAAnviki Anpokpatia, EMoVPEL QUOTNPEG SLOIKNTIKES KAl TIOWIKEG KUPAGELG.
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Based on Regulation of the Minister of Communication and Information No. 19 of 2014



How is internet censorship implemented?

e |P blocking
e DNS tampering
e HTTP blocking (e.g. blockpages)

e SNI based filtering
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IP address

My IP Address
63.255.173.183




TCP/IP
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Establishes a connection to an internet service

Connection Time




TCP/IP blocking

tocol-Based B|ocking ALL content is blocked

since this IP is on the list,
unintentional

IP1on the list
-

a sl
IP-based {IP1r-
content e, — Internet

block be blocked (IP—z:h

IP-based blocking
can usually occur at the
enterprise or the ISP level.

R i e
IP2 NOT on the list
In IP and Protocol-based blocking, the blocking device has a list of IP No content from this
addresses to block called the *block list*. Any attempt to connect to a server is blocked since
server with an IP address on the block list will be interrupted. this IP is not on the list.
With IP and Protocol-based blocking, a server that has both "bad" (bomb) Even content we might
and "good" (kitten) content will be unavailable, no matter what content is want blocked.
requested, when the IP address of that server is on the block list.

Similarly, a server that is NOT on the block list will be accessible, without €) = "Access denied to user. Content blocked”
regard to the type of content on the server. Q = “User was able to view the content”




URL
URL

Uniform Resource Locator

subdomain Top Level Domain
TLD

http:// |www|.|google|. '‘com

! :

protocol domain (name)
(HyperText Transfer)




Domain name

http://www.example.com/page.html



Domain Name System (DNS)

IP address > Domain
123.45.678.9 ‘ www.url.com



DNS tampering

Umbrella term used to describe various forms of DNS
interference, including:

e DNS hijacking
e DNS spoofing
DNS tampering occurs when, upon performing a DNS Lookup

for a website, a wrong IP address is returned, preventing you
from visiting the requested website.



DNS hijacking

Honest
DNS Server

ooni.org
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DNS spoofing

‘ ooni.org
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Censor DPI



Hypertext Transfer Protocol (HTTP)




Hypertext Transfer Protocol (HTTP)

How HTTP Works

HTTP request

«Get the document: index.html»

HTTP response

«Here is the file, index.html»

Client Web Server

Unencrypted transfer or exchange of data



HTTP blocking

e HTTP request intercepted (and redirected) by
HTTP transparent proxy (e.g. serving a block page)

e Reset of the connection



Hypertext Transfer Protocol Secure
(HTTPS)
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Encrypted transfer or exchange of data



Transport Layer Security (TLS)

SYN
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ClientHello

ClientKeyExchange

ChangeCipherSpec -

Finished
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SYN ACK

ServerHello
Certificate
ServerHelloDone

. ChangeCipherSpec

Finished

TLS is an encryption protocol designed to secure internet communications
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Server Name Indication (SNI)

z. |
\r—j www.example.com
TLS Handshake: >
SNI: www.example.com
- TLS Handshake: /I—J
CERT: www.example.com port 443 \,—j www.test.com
https://www.example.com _
HOST: www.example.com - J
/l_
\I_j www.company.com
server

SNI is an extension for the TLS protocol, designed to specify the domain name of the website during the
TLS handshake



SNI based filtering

e Reset connection

e Connection timeout

Investigating TLS blocking in India:
https://ooni.org/post/2020-tls-blocking-india/
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Why measure networks?

Check/confirm anecdotal reports

Uncover information controls
Transparency and oversight
Collect evidence of information controls



How are networks measured?

e Direct measurement
o Inside the country (requires volunteers/users)
o OQutside the country (remote scanning)

¢ Indirect measurement
o Analysis of telemetry



Tools for measuring internet censorship

OONI




Types of questions answered through
censorship measurement

e Which websites are blocked by my ISP?

e How does the blocking of websites differ across
networks in my country?

e Are social media apps blocked by my ISP? If so,
how do they block access?

e Do circumvention tools work in my network?



Questions?



