TEST LISTS FOR
MEASURING INTERNET
CENSORSHIP

APPLICABILITY, PROBLEMS & SOLUTIONS




IMPROVING LISTS OF CENSORED ONLINE CONTENT
& netalitica

* Update test lists for 48 states in Latin America, Africa, MENA, Asia and CIS

* Develop methodology (http://netalitica.com/)

* Establish collaboration among tool developers, researchers and

community organizations

* Advance knowledge and research on Internet censorship



http://netalitica.com/

WORKSHOP STRUCTURE

What are Citizen Lab test lists?

Types and organization

How to clean lists?

How to update lists?

Potential risks and safety tips




WHAT ARE THE
TEST LISTS!?

* Machine-readable files

* Made up of URLs tested for

blocking by network measurement
tools (e.g. OONI Probe, Centinel)

* Include sample of websites

* History

url category_code category_description

http://www.alahrambeverages.cc ALDR
https://zenvpn.net/ ANON
https://te.eg/wps/portal/te/Persc COMT
https://thegeekdaily.com/ CTRL
http://www.culturewheel.com/ar CULTR

http://www.aljisr-news.com/ COMM
http://www.eaee-eg.com/ ENV
https://torrents.me/ FILE
https://www.casinoarbi.com/ GMB
http://www.mod.gov.il/ GOVT

https://www.ampproject.org/  HOST
https://www.eipr.org/ HUMR
https://www.ochaopt.org/ IGO
https://www.globalgayz.com/  LGBT

https://www.zeedrama.net/ MMED
https://arabist.net/ NEWS
https://www.zawaj.com/ DATE
http://www.gamal-mubarak.com, POLR
https://6-ar.com/ PORN
https://www.victoriassecret.ae/e PROV
https://www.altibbi.com/ PUBH
https://islamonline.net/ REL
http://www.misrlinks.com/ SRCH
https://www.zanzu.de/ar/ XED

https://twitter.com/ikhwanweb GRP
https://dawaalhaqg.com/ MILX

Alcohol & Drugs
Anonymization and circumvention tools
Communication Tools

Control content

Culture

E-commerce

Environment

File-sharing

Gambling

Government

Hosting and Blogging Platforms
Human Rights Issues
Intergovernmental Organizations
LGBT

Media sharing

News Media

Online Dating

Political Criticism

Pornography

Provocative Attire

Public Health

Religion

Search Engines

Sex Education

Social Networking

Terrorism and Militants

date_added source

2019-03-31 netaltica
2017-06-23 AFTE

2019-05-16 Netalitica
2017-12-06 AFTE

2019-06-02 Netalitica
2017-07-01 AFTE

2018-02-09 OONI

2018-08-02 AFTE

2019-03-31 netaltica
2017-08-10 Egypt List
2018-02-07 AFTE

2014-04-15 citizenlab
2019-03-31 netaltica
2014-04-15 citizenlab
2019-06-02 Netalitica
2014-04-15 citizenlab
2019-05-16 Netalitica
2014-04-15 citizenlab
2019-03-31 netaltica
2019-05-16 Netalitica
2019-05-16 Netalitica
2014-04-15 citizenlab
2019-05-16 Netalitica
2019-05-16 Netalitica
2014-04-15 citizenlab
2017-08-21 AFTE

notes

in past this website v
not likely to be block

Reportedly blocked




TYPES OF TEST LISTS

COUNTRY GLOBAL CUSTOM
* Tested in a single country * Tested in all countries * Made to answer specific RQ
* URLs relevant to that country * Globally relevant URLs * Customizable (OONI Run)

* In local language(s) * Predominantly in English * Limited N of URLs



https://run.ooni.io/

STRUCTURE -
COUNTRY LISTS

* Broad range of local sites
* Not “Alexa top 1,000 sites”

* Not block lists: include blocked +
likely to be blocked + not blocked
URLs

* Help confirm blocking as well as
accessibility of websites

* Organized into 30 categories

url category_code category_description

http://www.alahrambeverages.cc ALDR
https://zenvpn.net/ ANON
https://te.eg/wps/portal/te/Persc COMT
https://thegeekdaily.com/ CTRL
http://www.culturewheel.com/ar CULTR
http://www.aljisr-news.com/ COMM
http://www.eaee-eg.com/ ENV
https://torrents.me/ FILE
https://www.casinoarbi.com/ GMB
http://www.mod.gov.il/ GOVT
https://www.ampproject.org/  HOST
https://www.eipr.org/ HUMR
https://www.ochaopt.org/ IGO
https://www.globalgayz.com/  LGBT
https://www.zeedrama.net/ MMED
https://arabist.net/ NEWS
https://www.zawaj.com/ DATE
http://www.gamal-mubarak.com, POLR
https://6-ar.com/ PORN
https://www.victoriassecret.ae/e PROV
https://www.altibbi.com/ PUBH
https://islamonline.net/ REL
http://www.misrlinks.com/ SRCH
https://www.zanzu.de/ar/ XED
https://twitter.com/ikhwanweb GRP
https://dawaalhaqg.com/ MILX

Alcohol & Drugs
Anonymization and circumvention tools
Communication Tools

Control content

Culture

E-commerce

Environment

File-sharing

Gambling

Government

Hosting and Blogging Platforms
Human Rights Issues
Intergovernmental Organizations
LGBT

Media sharing

News Media

Online Dating

Political Criticism

Pornography

Provocative Attire

Public Health

Religion

Search Engines

Sex Education

Social Networking

Terrorism and Militants

date_added source

2019-03-31 netaltica
2017-06-23 AFTE

2019-05-16 Netalitica
2017-12-06 AFTE

2019-06-02 Netalitica
2017-07-01 AFTE

2018-02-09 OONI

2018-08-02 AFTE

2019-03-31 netaltica
2017-08-10 Egypt List
2018-02-07 AFTE

2014-04-15 citizenlab
2019-03-31 netaltica
2014-04-15 citizenlab
2019-06-02 Netalitica
2014-04-15 citizenlab
2019-05-16 Netalitica
2014-04-15 citizenlab
2019-03-31 netaltica
2019-05-16 Netalitica
2019-05-16 Netalitica
2014-04-15 citizenlab
2019-05-16 Netalitica
2019-05-16 Netalitica
2014-04-15 citizenlab
2017-08-21 AFTE




CATEGORIES OF URLS

Alcohol & drugs

Anonymization and circumvention tools
Communication tools

Control content

Culture

E-commerce

Economics (economic development)

Environment
File-sharing
Gambling
Gaming
Government

Hacking tools

Hate speech




CATEGORIES OF URLS

* Hosting and blogging platforms * Pornography

* Human rights issues * Provocative attire
* IGOs * Public health
 LGBT * Religion

* Media Sharing * Search engines

* News Media * Sex education

* Online dating * Social networking

* Political Criticism * Terrorism and Militants




WHY BOTHER?

“Censorship findings are only as interesting as the sites you test” (OONI)

Raise awareness

Keep authorities accountable

Help local testers

Advance Internet censorship research




Identified cases of blocking
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Blocking of websites in the CIS - global vs. local content
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UPDATING LISTS Review & removing “bad” URLs
AS A 3-STAGE

PROCESS

Adding fresh websites




STEP |: CLEANING
LISTS FROM “BAD”
URLS

Overal percentage of corrections made to existing lists

INDONESIA 23%

SOUTH AFRICA 26%

ZIMBABWE 52%

RUSSIA 61%

SUDAN

TURKEY

UAE

IRAN

QATAR

I [ [ | | |
0% 10% 20% 30% 40% 50% 60%

CHINA

SAUDI ARABIA

69%

71%

75%

70%

82%
|
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|
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|
90%
| |

80% 90%

100%




HOW TO CLEAN LIST?

o Why GitHub? Enterprise Explore Marketplace Pricing Sign in

citizenlab / test-lists @Watch | 37 WSt 157 | YFork 178
<> Code Issues 32 Pull requests 14 Projects 0 Wiki Security Insights
. . o o
* Consult our Guideline (netalitica.com)
Join GitHub today
GitHub is home to over 40 million developers working together to host and
. . review code, manage projects, and build seftware together.
* Download country list from_GitHub e
Q Q O Branch: master ~ | test-lists / lists / eg.csv Find file = Copy path
* Conduct analysis of each website in-
. agrabeli Removed Aljazeera from local lists 588cb64 on Sep 19
b rowser 9 contributors o> @REX BT T &
871 lines (878 sloc) 66.8 KB Raw Blame History [J
.
* Record findings .
url category.
https://astril.com/ ANON
Q © © .0 https://connectedover.com/ ANON
° G h with Netal "
et In touch wit etalitica ot ot o
https://cyberghostvpn.com/ ANON

(netalitica@gmail.com)



http://netalitica.com/download-guideline/
https://github.com/citizenlab/test-lists/tree/master/lists

FOCUS CHANGEOVER
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Das gliickliche Leben

Online Casino Paypal

Okt 21, 2019

Online Casino Paypal

Nostrud corrumpit mea et. Ad nam omittam albucius qualisque, ea mei agam adipiscing, Eum in sint
quaestio, et veniam semper gubergren ius, at assum inermis scaevola qui. Ea mei tempor suavitate, ad
cum percipit splendide. Choro oratio ius id.

Online Casino Paypal
Convenire disputando vel no, reque partiendo consectetuer ut mei. Per erat consectetuer te. In tota

ullameorper mea, sed te habeo salutatus, te commune qualisque eloquentiam eos. lus everti iracundia

ntellegebat et.

Blog 10bet 888Sport Bet3000

Online Casino Paypal / Das glickliche Leber

JETZT WETTEN!

WILLKOMMENS-

¢ BONUS
i 100€

» A
x 'VERDOPPLE DEINEN GEWINN
Aut eine Wette deiner Wah!
o

P PayPal o e

SOLUTION

News site (Egypt)
Is the site blocked (OONI

Explorer)?
Keep blocked URLs

Delete the rest



https://explorer.ooni.org/

DEAD WEBSITES

BEFORE NOW SOLUTION

* Human rights platform (Egypt)
INTERNET ARENIVE [nttp:iieicds. org/
BN - Lol * Keep blocked URLs
BN CHALDUN CENTERFOR DEVELOPMENTTIDISS. Unable to connect e Delete the rest

&

s L
ENGLISH

LAl slabysll Geuli ool 3258

New on the site...

Firefox can't establish a connection to the server at www.eicds.org.

58 inrroduction

s =

Mission * The site could be temporarily unavailable or too busy. Try again in a

Board of Trustees
SR aciivith = Mubarak’s Four Domestic Wars = American Islamic Conaress Launches few moments.

A Actidiies, Intemational Essay Contest on Civi )
Brograms * My Apoloay to the Shi'a e * Ifyou are unable to load any pages, check your computer's network
anuary, !

Press Releases = Equpt's Democratic Charade connection.

IDCS Forum = The Independent Egyptian Committee

Confi = Mubarak’s War on Eqyptian Liberals for Menitoring Elections (IECME) = =

ﬁ“f“ slenees Providence Journal - March L8, 2005 Preliminary Report on Election Day Voting —, « If your computer or network is protected by a firewall or proxy,

Bublications, and Counting Process < 7 - . -
Thursday, September 8, 2005, 2pm — make sure that Firefox is permitted to access the Web.

Civil Society = All Artidles of Dr. Tbrahim

Reports = Final Declaration: Conference on Paolitical

Book and Religious Reform in the Arab World

Books Egyptian Democracy Support Network June 30, 2005

Dr.Ibrahim's Articles

Petitions = Monitoring the Third Phase of the = The Independent Egyptian Committee

Parlimentary Election - Fifth for Monitoring Elections (IECME): Post- Try A
SR contach Brelminary Report Monitoring Report on the Referendum ry
N January 2006 Amending Artide 76 of the Eqyptian
Contact us Constitution (MS Word)
Feedback = Monitoring the Third Phase of the May 28, 2005



http://web.archive.org/web/20060616171140/http:/eicds.org/
http://www.eicds.org/

OUTDATED WEBSITES

Political criticism site (Sudan - 2005) SOLUTION

3 ol * Keep URLs that are blocked &
o s gy g s g g generate traffic
(1 gppoVl ool> (e oo
—— e T * Delete the rest
£l 5 On Sia e
i e Jeay)
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http://sudanbaath.20m.com/

DOMAIN FOR SALE

BEFORE

Saad) UseJl 3 Q11 Asadll wisd o aawll of

W Lol goixs (95 9 UisAD NI GUlike Lol

Hisg10 (0 Sgaill SV Sakxi) AL 9 6ACtus o

Domain for Sale

modawanati.com

$39,888 USD

SOLUTION

Blogging platform (Tunisia)
Update URL if service migrated
to new domain

Delete



https://www.domainmarket.com/buynow/modawanati.com

URL PROBLEMS — PURGED SOCIAL MEDIA

BEFORE

Ha npausry NATHaKUAL raA0 XTO-HEGYAS: A6ABAIKDBA HATBRBAY MHe NIPa r3Tk: dinbi. To Nepaka3an, To ysaram:

‘on liveournal.com/

AyXoFHACLi Ane e HIKOM He BbNanana Ao MARseus. To He XaYeNaca, T0 e MAMOCH, TO JAABANACH, WTO Nodwa. AY

TR vepaina, weiué. sagsan, xino, awo [TEREH ranaynacx [IFETSIEH Nepranata - Naparsan

EH BBIBYYBIY HA3BBI PACJIIH CA CJIOVHIKA JIACTOVCKATA

@ 4aro JacArHyy Tel?

NOW SOLUTION

# LIVEJOURNAL

Update URL if page moved to
new platform
* Delete

Purged Account

This journal has been deleted and purged.

ons:
— LJ Home
— FAQ
— Site Map
- - -l -—

Search query

Advanced Search



http://web.archive.org/web/20110719025416/http:/balachon.livejournal.com/#balachon817473
https://balachon.livejournal.com/

DOMAIN REDIRECTS

BEFORE

Publications

About INFO lools & [=1-T14 Knowledge Networks &
n?fﬂnunnnnmg Project

Topics

Services Practices Management Communities

END VIOLENCE zgaznst Women:

N FORMATION A ND RESOWURCES
e o |

This site was developed by the INFO Project to collect and share in one central location information on the latest research,
struggle to end violence against women. YWe aim to especially cover the intersection of violence against women and subse
researchers, health communication specialists, policy makers, and others.

P FEATURED RESOURCE

Abandoning Female Genital Mutilation/Cutting: Information From Around the '
This CD-ROM, in English and French, is a collection of data and research on femalt
USAID, this resource is a direct response to the findings of a 2004 survey, undertake
respondents said that serious information gaps on FGM/C exist. The CD-ROM fills ¢
unreliable method of research, by including material on various approaches used by
training efforts, and policy aspects. This resource is being disseminated to various [
of charge, please contact PRB at prborders@prb.org; by phone at 202-483-1100; or

,Q NEW RESEARCH

NOW

EUESOHIIvORE
BO AT BN BEOMRIIE, FL(DEB B HDIBHRE HE
L}
‘ .
N ‘ h\ ’ o S ATk BEAUTVE
b/
IyvbZEpIISE45200

.

FHEATIE ERAAIy MIBDILTL A A e ELTERIRRMDEFEEAR AL AL DR
WD TL LD FREATZDBE VW DBA TERMTERA ALy MIRIL TS0
ITIIHUEE A, BT 1T

TERNAT bR Ao o 0ER" OFME >

ERFAIvRTY A9 FLENTY

RS ATy M T BT U FLTLED, ELIRBEHDAESLEBLET., SEID
HETILIORENBATLE. 2AB. BAB -2 SO HITFFREECIUICHE
HHBRTLi=ro - ST

TERSAT TN ELELTY DRI S

SOLUTION

Update URL if site migrated to
new domain
Delete



http://www.endvaw.org/
http://www.beautynidiet.com/

IRRELEVANT CONTENT

Irish medium in Ukraine list SOLUTION

Bre&ingNeWSw —‘ ¥ K ) pavaTacGLance WEATHER ¥ HOROSCOPES ° Delete

Ireland Business World Showbiz Discover Sport Tedl Jobs Property

ED Election2020  Brexit  Climatechange  AustralianOpen  DroghedaMurder  Homelessness  Iran  Markets crisis

FOLLOW BREAKINGNEWS.IE

onee

US reports first case of Wuhan

coronavirus
IRELAND WEATHER

Jastine Valdez's ki”er 3 Ireland today: It will be cloudy for

e ol most during the morning. Patchy rain
{ % is possible in Ulster ...
IOOked as If he kneW Family concerned help to find B

eVerything was OVer', as woman goes teenage boy

missing from her missing for almost

inquest hears home in Carlow aweek

Y HOROSCOPES

g At -;,, == . ‘
Court finds captain and his co-
defendant, who was arrested Court hears Cork farmer's

naked, guilty of sailing while drunk dangerous dancefloor moves ended
on the Liffey inarrest

IRELAND ‘ ’ DISCOVER




OTHER ISSUES

Duplicates (delete)

* Wrong categorization (correct)

Old domain names (update)

URLs with global relevance (move to Global list)

Facebook, Twitter & YouTube pages (delete - keep up to 5)




SOUTH AFRICA
INDONESIA
SOUTH AFRICA
VENEZUELA
UZBEKISTAN
ZIMBABWE
BELARUS
RUSSIA
JORDAN
EGYPT

SUDAN
TURKEY
KAZAKHSTAN
UKRAINE
BAHRAIN
TURKMENISTAN
YEMEN

UAE
MOROCCO
ETHIOPIA
IRAN

QATAR

IRAQ

SYRIA

CHINA
PAKISTAN
TUNISIA
SAUDI ARABIA

Overal percentage of corrections made to existing lists

10%

% __

% _|

20%

30%

0%

2% |

50%

61% |
61%
66%
% |
% |
2%
396
4%
4%

60% 70% 80%

90%

100%



Improved speed of web connectivity tests

SAUDI ARABIA ()
INDONESIA 11%
BELARUS 13%
VENEZUELA 14%
SUDAN 15%
ETHIOPIA 17%
UZBEKISTAN 17%
RUSSIA 20%
BAHRAIN
IRAQ
IRAN
EGYPT
KAZAKHSTAN
JORDAN
QATAR
TURKMENISTAN
TURKEY
TUNISIA

38%

40%
41%

SYRIA 43%

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%




Il. UPDATING LISTS WITH NEW WEBSITES
How to Ildentify fresh URLs!?

* Investigate socio-political & economic
issues (Wikipedia,World Factbook)

Reports by digital rights organizations

Articles in local & global media

* |dentify sensitive topics and . . .
Y P Social media channels of activists and

corresponding sites o -
P 8 communications authorities

* Research on Internet censorship topics
(Citizen Lab, OpenNet Initiative, ONI

Outreach to targeted platforms

Access) Analyze national block lists (if public)



https://opennet.net/research/profiles
http://access.opennet.net/

ll. UPDATING LISTSWITH NEW WEBSITES

How to enter new URLs!?

* Add URLs exactly as they appear in your * When entering a new URL, include:

browser * Category Code (e.g. NEWS) and
+ If given website has both HTTP and description (€.2iNCRE Rl
HTTPS addresses, enter only HTTPS R ANNERDIE

* Contributor — optional

* Notes — useful information about added
URL




l1l. UPDATING LISTSWITH NEW WEBSITES

How to enter new URLs!?

url

https://roskomsvoboda.org/

http://mwww. minjust. net/
http://ipvnews.org/
http://mww.kasparov.ru/
https://hromadske.ua/
https://www.bbc.com/russian
https://cherurg.github.io/investing-coins/
https://fergana.agency/

category code category description

HUMR
NEWS
NEWS
NEWS
NEWS
NEWS
ECON
NEWS

Human Rights Issues
News Media

News Media

News Media

News Media

News Media
Economics

News Media

date_added source

2014-04-15 citizenlab
2014-04-15 citizenlab
2014-04-15 citizenlab
2014-04-15 citizenlab
2017-09-28 igorv
2018-09-13 OONI
2019-08-06
2019-09-06 Netalitica

notes

influential digital rights organization
dead site but still blocked

blocked, critical of Putin

political opponent of Putin

Blocked in Crimea

Cryptocurrency article
covers Central Asia states




New URLs added as % of total




lIl. BALANCING TEST LISTS

Within categories —
each category should
include blocked and not

blocked URLs

Between categories —
each category should

include representative
number of URLs

Some categories (e.g.news
media) will be naturally
more populated than
others




IV.SAFETY

A Updating test lists may be risky in some countries
P Use a reliable VPN (e.g. )

Encrypt your communication with Open PGP
(instructions for  and )

] Check digital security resources -

b b



https://psiphon.ca/
https://www.torproject.org/download/
https://securityinabox.org/en/guide/thunderbird/windows/
https://securityinabox.org/en/guide/thunderbird/mac/
https://securityplanner.org/
https://securityinabox.org/en/
https://hygiene.digitalpublicsquare.com/

& netalitica
HIRING RESEARCHERS — NETALITICA@GMAIL.COM

NETALITICA.COM
Latin America Asia Africa
* Bolivia e India * Burundi
* Brazil * Hong Kong * Cameroon
* Cuba * Myanmar * Uganda
* Ecuador » Singapore

* Nicaragua * Thailand



mailto:Netalitica@gmail.com

